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 PRIVACY NOTICE ON THE PROCESSING OF PERSONAL DATA WITHIN THE “SERVICE 
GATEWAY” ONLINE SERVICES 

 
Why is this information provided? 

This Privacy Notice is provided in compliance with Articles 13–14 of the General Data Protection Regulation 
(EU Regulation 2016/679 – GDPR) with reference to the processing of personal data within the “Service 
Gateway” online authentication services, through eduGAIN network. 
The processing of personal data shall be carried out in accordance with the principles of fairness, lawfulness, 
transparency, data minimization and accountability, and shall be performed using IT tools suitable to ensure 
security and confidentiality. Such processing shall, in any event, be conducted through procedures designed to 
prevent any risk of loss, misappropriation, unauthorized access, unlawful use, unwanted alterations or disclosure 
of personal data, in compliance with applicable laws and professional secrecy obligations. 
  

Data Controller 

 
  

Who determines the purposes and means of processing 
your personal data? 
The University of the Aosta Valley 
Registered office: strada Cappuccini n. 2/A, 11100 Aosta, 
tel. (+39) 0165/1875200 
Pec: protocollo@pec.univda.it  
E-mail: info@univda.it  
 

Data Protection Officer 

 

Who oversees the protection of your personal data? 
 
Lawyer Emanuele Florindi 
E-mail: rpd@univda.it 
 

Purpose of Processing 

 

Legal Basis of Processing 

 
For what purpose do we process your personal 

data? 
 
 
Your personal data are processed for the following 
purpose: 

▪ to provide access to UNIVDA online services 
through the eduGAIN network. 

 

 

 

 What are the legal grounds for the processing of your 
personal data? 

 
 
The processing of personal data is carried out pursuant to 
Article 6(1)(e) GDPR (processing is necessary for the 
performance of a task carried out in the public interest). 
 
 
Your personal data will be protected in accordance with 
the GEANT Data Protection Code of Conduct, a standard 
for privacy protection in the higher education and 
research sector. 
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Personal Data Processed 

 
 

What categories of data are processed? 
 
During a federated authentication, the following data are retrieved from your Home Organisation: 
• eduPersonPrincipalName (R) 
• eduPersonScopedAffiliation (o) 
• schacPersonalUniqueCode (o) 
• schacPersonalUniqueID (o) 
• givenName (o) 
• sn (o) 
• schacPlaceOfBirth (o) 
• schacDateOfBirth (o) 
• schacHomeOrganization (o) 
• mail (o) 
• mobile (o) 
• homePostalAddress (o) 

 
(R) attribute declared as required to access the service. 
(o) attribute declared as optional to access the service. 
 

Data retention  

  

Recipients of personal data  

 
  

How long will your personal data be retained? 

The University will process personal data for the time 
strictly necessary to achieve the stated purposes, in 
accordance with the University’s data retention 
schedule, without prejudice to any longer retention 
periods required by law or regulations, after which they 
will be destroyed or anonymized. 

Who may your personal data be shared with? 
 

- For the purposes referred to above, access to the 
data may be granted to: the Data Controller (The 
University of the Aosta Valley); 

- employees and collaborators of the University 
who, acting under the authority of the Data 
Controller, are authorized to process data in 
relation to their tasks. 

 
The list of authorized persons designated for data 
processing is constantly updated and available at The 
University of the Aosta Valley.   
 
Data may also be disclosed to public authorities legally 
entitled to request them, such as judicial and/or public 
security authorities. 
 
Personal data shall not be disclosed to unauthorized 
third parties or disseminated. 
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EXERCISABLE RIGHTS 

 
What are your rights and how can you exercise them? 

Right of access to your personal data– Art. 15 
GDPR 

Right to rectification of your personal data– Art. 16 
GDPR 

 
Right to erasure (‘right to be forgotten’) of your 
personal data – Art. 17 GDPR 

Right to restriction of processing of your personal 
data – Art. 18 GDPR 

 
Right to data portability– Art. 20 GDPR 
 

Right to object to the processing of your personal data 
– Art. 21 GDPR 

 
Right to be informed of a personal data breach– 
Art. 34 GDPR 
 

Right to lodge a complaint with the supervisory 
authority – Art. 77.  GDPR 
Complaints can be submitted to: 
Garante per la protezione dei dati personali - Piazza di 
Montecitorio n.121 - 00186 ROMA - fax: (+39) 
06.696773785 - telefono: (+39) 06.696771 - Email: 
garante@gpdp.it - PEC: protocollo@pec.gpdp.it 

 
Contact information for exercising your rights 
 

Who should you contact to exercise your rights? 
 
Lawyer Emanuele Florindi 
E-mail: rpd@univda.it 
 

Automated Decision-Making – including 
profiling 
 

Your data are not subject to automated decision-making 
processes that produce legal effects on the data subject. 

Transfer of Data Outside the EU 
 

Will your personal data be transferred to other 
countries? 

Personal data are not transferred to countries outside the 
European Economic Area. 
 

Provision of personal data Are you required to provide your personal data? 
The provision of personal data is necessary to use the 
authentication service. 
 

Source of Data 
 

Where does your data come from? 
Your personal data are obtained from your home 
organization exclusively for authentication purposes. 
 

The most up-to-date version of this Privacy Notice is available in the “Protezione dei dati personali” section of the 
University website: “https://www.univda.it”.  
(Last update: 05/02/2026) 

 [Read the QR Code to access the privacy policies immediately]     
                                                                    

Data Controller 
The University of the Aosta Valley 
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